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Mpeancnosne

1 MpeauncnoBue

JaHHBIV paszies comep>XXnUT obIITyio MHAOPMaIIMIO O TeKYIlleM JOKYMeHTe, CpefiCTBax ero 0popMyIeHs
VI VICTIOJIb30BaHMs, a TakXKe O INOpsKe I0TydeHUs JIOIOJITHUTETLHOV HOAAeP>KKM Py 3KCIUTyaTallin
MpOAyKTa.

1.1 HasHauyeHue

JlaHHOe PYKOBOZICTBO J1aeT oDIllee MpeyicTaBieHe O IIPVJIOKEHNV, ONVICBIBaeT IPOIIeCC YCTaHOBKU U
HaCTPOVIKM cepBepa mpwiokeHns SecurOS Mobile, pacckasbiBaer 00 mHTepderice onieparopa.

1.2 Uenesaga ayantopus

PYKOBO)ICTBO IpegHasHa4eHo I CUCTEMHBIX aIMVHVCTPpATOPOB, SBJIAIOIINNIXCA — OIIBITHBIMIL
TI0JIb30BaTe MM ortepanoHHBIX cucteM Google Android n/wmm Apple i0S, obragarorix sHaHVSIMI
B obmact CCTV, KOMIIBIOTEpPHOIO aIllapaTHOrO obecriedeHns, HACTPOVIKE IOAKIIOYEHNS IIO
JIOKaJIBHOVI CeTV, IIOCTPOEHMIO CeT Ha OcHoBe mpotokosa TCP/IP.

Pa3L[en pYKOBO):[CTBa 3anyc1< 141 pa60Ta C HPI/IJIO)KEHI/IEM TaKKe Hpe):[Ha?)Haqu JIA IIOJIb30BaTeien
SecurOS, obamaromyx 6a30BBIMY HaBBIKaMV paOOTBI ¢ MOOVUIBHBIMM YCTPOVICTBAMM VI 3HAKOMBIX C
I10JIb30BaTeIbCKMM MHTepdericoM SecurOS.

1.3 Wcnonb3oBaHne pykoBOACTBA

JlaHHBIVI JOKYMEHT MOXKHO MCIIOJIB30BaTh KaK B Ile4aTHOM, TaK M B 2JIEKTPOHHOM Buje. B mociemrem
cJIydae AOCTyIHBI Takue BosMoxHOcTH IO Adobe Reader, xak 3akjlafgku ¥ I'MIIePTEKCTOBbIE CCHUIKU
IUIs. HaBUTAIlUM 110 JJOKyMeHTY. JlaHHOe pyKOBOZICTBO CChUIaeTCsd Ha JIpyTve JOKYMeHTHI o SecurOS,
KOTOpble MOXHO HaWTM Ha YCTaHOBOYHOM jucke SecurOS wiam Ha Beb-camre kommanHum ISS
(www.iss.ru).

HaHHBII  JOKYyMEHT MOXHO BbI3BaThb U3 SecurOS Haxatmem xiasmmm F1. B pexwnme
aMVHUCTPUPOBaHMA MOXHO OTKPBITb  CTaThlO, IIOCBSIIIEHHYIO HAacTpOMKaM  KaKoro-jambo
oO0BeKTa/ommMcaHuIoO yTWINTEL, HaxkaB Ha F1 Ipy OTKpBITOM OKHe HacTpoeK [IaHHOro oOBbeKTa/OKHe
yTWINTEL B pexxnme oneparopa ¢ noMonisio kKiapuiy F1 MOXXHO OTKPBITE onvicaHVe aKTMBHOIO OKHa
TeKyllero nHrepderica oreparopa VWin yTVIINUTEL.

1.4 OOpalleHne 3a TEXHNYECKOW NOAOEPXKKOM

HpI/I HaJIn4my BOIIPOCOB, OTBETBI Ha KOTOPbI€ OTCYTCTBYIOT B JaHHOM PYKOBOICTBE, O6paTT/ITer K
AIMVHUCTPATOPY CHMCTEMBI MJIN CMCTEMHOMY MHTETpaTOopy.

3a [masIbHerIIen I/IHq)opmaumeT?I oGpamaﬁTer B Cny>K6y TEXHUYECKOV IIOOOEPXKM KOMIIaHWM
Intelligent Security Systems:

e Ilo Tenredony: +7 (495) 645 21 21 (MHOroKaHaIbHBIV, C IOHeIeIbHMKa 110 YeTsepr ¢ 9:00 mo 18:00, B
rrTHMILy ¢ 9:00 7o 17:00 1o MOCKOBCKOMY BpeMeH!);
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e Yepes [Nopran Texanuaeckon noaaepxku https:/ /help.iss.ru mig onepaTuBHOM peakiy Ha 3a1Ipoc.

ITpumeuanne. VHcTpyKIys no pabote c [ToprasioMm pasmerieHa Ha https:/ /help.iss.ru/ru/site/instruction.

st Gostee ckoporo paspellieHus IIpodJieM peKOMeH/yeM IIOATOTOBUTh CIIyKeOHyIo MHQOpMaIluio,
yKa3aHHYI0 B pasgerie Vindopmanmsa ny1s1 Ciry K061 TeXHUYECKOV IO e PXKKIA.

1.5 CornaweHune no opopMneHunto

B npannOoM JOKyMeHTe I HpeJCTaBeHMs pPa3IMUHBIX TEPMMHOB ¥ Ha3BaHWUI VICIIOJIB3YIOTCS
cJleyronye IpudTEL U cpeficTBa opMaTPOBaHWS.

ITapametp Omnmucanne

V.[CHOJ'IBSYQTCH IIpr1 HallMCaHUM Ha3BaHUM pa60tmx MeCT, yTWINT
)KPIprIﬁ TN SKpaHHbBIX CpOpM, OKOH ¥ JMaJIOTOBBIX OKOH, a TaKXXe Ha3BaHUM
X 2JIEMEHTOB.

Kypcub Vicniosnib3yeTes 1115 BeiiesieHns: 00bekToB SecurOS.

}Kuprlfl Kypcug V.[CHOJIBSyeTCH HJIA BbIEJIEH VA 3JIEMEHTOB OJHOPOOHBIX CITMCKOB.

Vcnone3yercss it BbIIeJIeHWsT TeKCTOB  MaKpOKOMaHI, U
IporpaMMHBIX KOJIOB, VMMeH dawioB M myTell K HUM. Takxke

MOHOUMPMHHBIN R
VICIIOJIb3yeTcsl VISl yKazaHWs HeoOXOIVMOV OIIINUM, BbIAe/IeHMs
3HaYEHWUV, 3aJaBaeMbIX IIOJIb30BaTe/IeM C KJIaBMaTy PhL.

S Vicionib3yercs 11 BbIFEI€HVs IIePeKPeCTHBIX CChUIOK BHYTPU

HOKYM€HTa " CChUIOK Ha TOCTYIIHbIE BHEIIHVIE TOKYMEHTHIL.

1.6 3nemeHTbl 0dopMIIEHUSA

Bammanme! Crry>XuT 11 OpvBJiedeHsI BHUMaHMS II0Ib30BaTel s K MH(POpMaIuy, KOTopas HeoOXommMa [IjIs
KOPPeKTHOIO BOCHPWATHUS W3JIOKeHHOro pHajee TekcTa. Kak mpaswio, maHHas wHQOpManms wMeeT
HIpeAyIIpeXIaionIni XapaKTep.

HpnMeanMe. TekcT IIpriMeYdaHVisl B OCHOBHOM TEKCTe.

HononHumensHas uHgpopmayus
I/ICI'IOJ'IBZ'}yeTCH JJIs 0TO6pa)KeHVI§I T/IHCpOpMaI_H/H/I JOITOJTHUTEJIbHOI'O xapaKTepa. B oanemenTax Takoro Twuma
pa3MeH.[aeTc;[, HaHpVIMep, OIIncCaHme BapVIaHTOB BBITTIOJIHEHWSA onepam/m I CCbhbUIKa Ha ,E[OI'IOJ'IHVITGJ'IBHYIO

JIMTepaTypy.
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2 OOwee onucaHue

SecurOS Mobile — mnpwioxeHue 1Id yHaleHHOTO MOHUTOPMHIA CHUCTeM Oe3oracHOCTM Ha Oase
SecurOS ¢ MoOwIBPHOTO TerledpoHa WM IUTaHIIeTa. [IpuytoskeHne 1I03BOJIeT IpocMaTpMBaTh "KuBoe' 1
apxyBHOe BUIeO KaMmep BupeoHaOmomeHus, ynpasidare PTZ, a Takke OTCIeXMBaThb COOBITHA
BUIeOaHJIUTVKY U IPyTVie BUIBL TPEeBOT.

OcHoBHEBIe Bo3MoXxHocTr SecurOS Mobile:

e [TogxwmoueHMe K HECKOJIBKMIM He3aBWUCHMBIM crcTeMaM Oe3omacHocTv SecurOS, WMCIIONB3ys
YYeTHYIO 3aIich nojb30BaTers SecurOS.

MuHMaTIOpBI (IIpeBbI0) Bcex IOCTYITHBIX Kamep.
e OnHOBpeMeHHBIVI IIPOCMOTP 10 YeThIpeX KaMep '>X1BOro" Bupeo.

e Bo3MOXXHOCTE BBIOOpa IIOTOKa '"KMBOro' BUAEO, OO Tpex ¢ Kaxmom Kamepel Ilo3Borser
IIpocMaTpMBaTh BUIEO B ONTVUMaIbHOM KadecTBe 3a CYeT aBTOMaTNYeCcKOro MepeKIioueHs II0TOKa
B 3aBVICVIMOCTV OT TeKYIIIeV IIPOITYCKHOV CITIOCOOHOCTV CEeT.

[Tpsimoe m oOpaTHOE BOCITPOM3Be/IeHMe apXyBa CO CKOPOCTSIMM X1, x2, x4 M x8.

[TokampoBoe ITpourphIBaHe apXBa.

Ynpasnenue TesieMmeTpuernt.

[TopTpeTHBIN M a71bOOMHBIVT peXXVMBL. I10ITHO3KpaHHBI MPOCMOTP BUIEO B aJTbOOMHOM PeXVMe.

ITpocMmoTp coOBITHIT OT KaMmephl. JoCTyIl K BUIeoapXuBy Ha MOMEHT COOBITVS OTHVIM KacaHVIEM.
Tumel moyvaemMbIx COOBITHI HaCTpanBaroTcs Ha cepBepe SecurOS.

¢ besonacnoe HTTPS-mopxmouenne. HacTodaresHO pekoOMeHy eTcs VICIIONIb30BaTh JOBepeHHbIe SSL-
cepTndUKaTHL.

Yro6r! nonpobosatk SecurOS Mobile B pa®oTe, MOXHO HMOAKIIOUNTECA K 00JIaUyHOMY JeMo-cepBepy.
1151 KOMMepYeCKOTo VICITONIb30BaHVsI HEOOXOIVMO IIOAKIIIOUNTHCS K cepepy SecurOS Mobile.
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3 CucrtemHble TpeboBaHUA

[Tpwtoxenne SecurOS Mobile coBmecTriMo co Bcemm pemakmysiMm SecurOS, a Takke ¢ IPOrpaMMHO-
arrapaTHBIMIM KOMIUIEKCaMM Ha MX OCHOBe.

ITputoxenne SecurOS Mobile 11 coBmectimo ¢ SecurOS Bepcnnt 10.2 vam BblItIe.
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4 Hactpouka moayns

Banmanne! [Iira paboTer Momysia B HacTpoiKax OpaHAaMayapa Heobxomymo oTKpbeiTh TCP-mopt 7779 , a
TaxoKe OPTHL, 3aaHHble HacTpoiKaMy Cepsepa MoOMIBLHOTO IIPIOKEHAA.

Yro06BI HauaTh MCII0IBE30BaTh SecurOS Mobile, BeIIIOIHITE CIIeAYIOIIVIE AEVICTBIAS:

1.
2.

N S e

O3HaKOMBTeCh ¢ peKOMeHIAIMSIMY II0 0e30ITaCHOMY VICIIOJIb30BaHMIO IIPVUTOXKEHVS.
BrimosiamTe HacTponky oobekTa Cepbep MobuabvHo20 NPUAOKeHUA.

Vceranoeure SSL-cepTmdmkat, 9TOOBI MCIIOIB30BATh TP paboTe npwioxkeHms OezonacHoe HTTPS-
coeqlHeHMe.

ITpm pabore B KJ1acTepe BHIIOIHWTE IOIIOIHNUTE/ILHYI0 HACTPOKY 00BbeKTa 1 Xocnof KitacTepa.
Breimonante HacTtponky Ilpab nosvsoBamens SecurOS.
BreimosiamTe HacTpoIKy o0bekTa Quavmp cobbimuil.

HactpowTe paboTy ¢ TypaMu U IIPeHo3UIIAMI KaMepBbl.

Ilocite BeIIOITHEHMS HaCTpOTZKT/I MOJXHO Ha4aTb pa60Ty C MOOWJIBHBIM IIPVIIOXKEHVIEM.

4.1 PekomeHgaumn no 6e3onacHOMY UCMofb30BaHNUIO

HJ’ISI 0e30I1acHOro MCIIOIL30BAHS IIPVJIOXKEHNA PEKOMEHYETCA BBIIIOJIHATE CIIENYIOIIe TpeGOBaHI/IH

Ge3omacHOCTM:

1. s opraHmsanyum JOCTyIla IOJIb30BaTeIeVl U3 NPWIOXKeHMs K CHCTeMe VCIIONIb3YVATe Bble/IeHHbBIN
cepsep SecurOS Mobile.

2. CereBble MOpPTHl, WMCKIIOYasl IlepedncieHHble B pasgesle Hacrpoyka Momysisi, HOJDKHBI OBITH
3aKPbITHI IJIsI JOCTYyIIa M3BHE.

3. Vicmome3ywire Tormbko GesonacHbie HTTPS-coenyenis ¢ moBepeHHBIMM cepTrdVKaTaMIA

i1 mpenoTBpalieHns HecaHKIMOHVWPOBAHHOTO JIOCTyTIa WICIIONIb3yMTe TOJIBKO Oe3omacHbIe
napamMeTpsl apTopusanymy B SecurOS. Ilaposib monbs3oBaTess JOJDKeH yIOBJIETBOPATH CTaHIapTHBIM
TpeOOBaHISIM CJIOXKHOCTY U OBITh YHUKAIBHBIM.

4.2 Hactpowka cepBepa SecurOS Mobile

Bunmanne! Ilpm Hactpovike obbekra CepBep Mobduavto20 npusoxenus, HAXOOAIIETOCS Ha YyIaTleHHOM
Budeocepbepe, yOoenyuTech, uTO Ha 5TOM KOMIIBIOTepe 3amyineH SecurOS. B mpoTmBHOM cilydae, HEKOTOpBIe
napaMeTpH MOl"yT 6I)ITI) HeHOCTyHHI)I.

st HacTporiku cepsepa SecurOS Mobile BrITosTHIUTe cileTyoIe IeViCTBS:

B [epebe Obwexmob Beioepute rpymury CepBepbt MobuavHoeo npusoxerus u Web, modepHIOI0 00BbeKTy
Komnvtomep v cozmanTe B Hevt 00bekT Cepbep MobuavHo20 npusokenus.

1.
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2. B okme Hactpoukm o0bekTta Cepfep Mobuavrozo npusoxenus (cMm. puc.1l) 3amanTe 3HaYeHUS
CITIeMTyIOIIVIX ITapaMeTpOB:

MopT AaHHE: 3338 - MopT RTSP: |7777 =
MpoTokeon aaHHex: |HTTP =7
CeTesol wHTepdeic: | 172.16.1.93 -

Ana ceTesoro MHTEpdenca DyaET MsMEHEHD 3HaqeHWe MTL.

: ﬁ Ceegenna o cEpTHMKaTe
KoMy BblgaH:

Kem Boigam:

OTneyaTon:
BribpaTe MNpHBAZaTE
WMononbsoBaTe DMneTp cobbImiit: | He uononbsosate 7

o —

Puc. 1. OxHo HacTpoek CepBepa MOOV/IBHOTO IPIOXKEH VS

e IlopT paHHBIX — TIOPT B3aMMOJEVICTBUSI C MOOWIBHBIM IIPWIOXKEHVEM II0 ITPOTOKOJIY
HTTP/HTTPS. Tlo ymoruanmio ykasaH mopT 8888. [laHHBI mopT Heobxommmo OyreT ykasaThb
I10JIb30BaTeJIIo IIpY NOoAKIIoueHnN K cepsepy SecurOS Mobile (cMm. pasnen 3amyck ITpuriosxennist).

ITopt RTSP — noprt ymnpaseHusi HOTOKOM MYyJIBTMMEAUVIHBIX JaHHbIX 1o npotokony RTSP. Ilo
YMOJTYaHMIO YKa3aH mopT 7777. [JaHHBII TOPT Takke HeoOXOmmMo OyrieT yKa3aTh ITOJIb30BaTeIIIo
Ipy HOAKITIOUeHMH K cepBepy SecurOS Mobile.

e [IpoTokosl HaHHBIX — BbIOepUTe OAMH W3 TIPOTOKOJIOB B3aMMOMEWCTBUA C MOOVIBHBIM
ycrpovictsom: HTTP vt HTTPS. st GesomacHoro coenyHenmst ¢ ceppepom Beioepute HTTPS. B
3TOM ciTydae roTpedyercs mpuBs3aTh SSL-cepTmdmkar.

CeteBowt mHTepderic — BeIOepuTe IP-anmpec cereBoro mHTepderica HacTparBaeMOro KOMIIBIOTEpa,
II0 KOTOPOMY OVyIOyT IOOK/IIOYAThCS MOOWIbHBIE ycTpowcTBa. IIpm sToM it BBIOpaHHOTO
mHTepderica OymeT yCTaHOBIEH MaKCUMa/IBHBIV pa3Mep Oyioka gaHHBIX B makeTe (MTU) paBHBII
1430.

IMpumeuanne. B caydae mcnonesosanms NAT wm port forwarding BeiOuparite TOT ceTeBoyt MHTepderic,
IP-ampec KOTOPOTo COOTBETCTBYeT HacTpOVIKaM Ilepeajpecalivi.

B crmcke cerespix mHTepdericop Bcerma mnpwucytcTsyeT BapuaHT 0.0.0.0. Beibop sroro BapmanTa
MIO3BOJISIeT OTKPHITh JocTyll K RTSP-motokam Cepfepa MobuavHoeo npusoxenus 1o BceM IP-agpecam 13
CHVICKa.
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Banmanmne!
1. SecurOS ne BosBpamaer sHadeHre MTU k nepsoHauvasibHOMY. VIsmMeHwTh 3HaueHre MTU MoxHO
Oy/eT TOIIBKO BPyUHYIO.
2. B cimygae ecim B kadectBe CereBoro mHTepderica BeiopaH BapuaHT 0.0.0.0, sHauernme MTU mHe
Oymer m3meneno. B casu ¢ aTvM nosb3osaresm iPhone u iPad MOryT CTONIKHYTBCS C 3a7ep>KKami
PV TIOJTy 9eHVV BumeornioToka ot CepBepa MobuvHo20 npusoxeHus.

3. Ecimm panee 6bu1 BeIOpaH mporokos maHHbx HTTPS, HeoOxomumo mpuBs3aTh IIpelBapUTeIbHO
ycTaHOBJIeHHBIVI SSL-cepTudukar (cMm. Yceranoska ceprudmkara). i1 3Toro HaKMuUTe Ha KHOIIKY
Bei6paTe 1 BbIOepuTe Tpebyembim SSL-cepTmdmkar. 3arem HaxmmuTe Ha KHONKy IIpuBsa3ars.
Pamom ¢ kaonkon IIpuBa3aTe oTOOpasnUTCs cTaTyC IPUBA3KU (CM. puC. 2).

IIpumeuanme. B cirydae BOZHMKHOBEHVISI OMIMOKV IPWBS3KM cepTudmKaTa yOemmuTech, 9TO y IIOIb30BaTEIId
Windows mocTaTo4HO IIpaB, 1 K BEIOpaHHOMY IIOPTY He IPMBsI3aH OPYyTOV cepTudmKar.

MopT A&HHBIX: 3333 = MopT RTSP: |7777 =
MpoTokon AaHHBX: HTTPS il
CeTesol wHTepdelc: | 172.16.1.93 -

Ana ceTesoro MHTEpdElRca BYAET M3MEHEHD SHAYEHKE MTL,

: ﬁ CeeqeHnA O cepThhuKaTe
Komy Beigan: localhost

Kem eoigan: localhost

Aencreurenen ¢ 28.07. 2016 no 23.07.2021

Otneuator: (942d 2a 16 0b 5Ff6585 175451271 0f 78 2a fd 26 7 3d

Boibpath Mpueszate | [pusaszad

WMnonezoBaTe @MNeTP cobbiTHi: | HE MOCNone30BaTE hd

o e

Puc. 2. HacTporika 6e3011acHOTO coeIVHEHVIs

4. Ecrv mwlaHMpYeTCs VCIIOIb30BaTh (PWIIBTP COOBITMI, TO co3pamTe ero (cm. Hacrponka ®@wiabTpa
coOBITMII) 1 BEIOEpUTe B BBITafatoieM crivicke Vicnosas3oBate @MIbTp COOBITHIL

4.3 YcTtaHoBKa cepTudmkaTa

[i1s ycranoBkm SSL-cepTudmkara B 9acTHOe XpaHWINIIE CePTIdUKATOB MCIONIB3yTiTe ocHacTKy MMC
(cMm. puc. 3). Ecimn Takont ceptudukar mist cepepa SecurOS Mobile, yxe cyiecTByeT, peKoMeHTyeTcst
VICIIOJIB30BaTh VIMEeHHO ero. Ecim Takoro ceprudmkara elje HET, ero MOXHO IIOJIyYUTH B JIFOOOM
KPYITHOM JIOBEpeHHOM opraHe cepTudmkanmy, Harmpumep https:/ /www.globalsign.com/ru-ru/. s

BBIITyCKa OecIUIaTHBIX cepTUdMKaTOB MOXKHO MCIIOIB30BaTh, HarpumMmep, pecypc https:/ /zerossl.com/.
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ITocite 110 Ty 9eHMd CepTT/ICpVIKaTa ero HEO6XO,[LT/IMO VIMIIOPTHPOBATh B CHCTEMY. HJ’[?I 3TOI'0 BBITIOJTHUTE
dIeayronire marv:

1. B Windows HaxxmmTe kHONKY ITyck 11 BbIOeprTe KOMaHAy BhINOHMUTE (ropsiyast Ki1aBuIna Win+R).
B cTpoke BeemTe MMC 1 HackmuTe OK. 3ammycTuTcest KOHCOJIb yIIpaBJIeHVsl OCHACTKaM.
B MenIo yTvymmThl BeIOepuTe MyHKT Pavir — [fo6aBUTE MM yIaIuTh OCHACTKY.

B cimcke [TocTynmHbIe ocHacTKM HanguTe BapraHnT CepTmduKaTel 11 HaXMUTe KHONKY [106aBUTH.

AN

B oxxe OcHacTKa aycrierdepa cepTdVKaToB BbIOeprTe BapMaHT YUeTHOV 3ammcy KOMIIbIOTepa
v HaxmuTe [Tanee. OctasibHbIe HACTPOVIKY OCTaBbTe Oe3 m3MeHeHM 1 v HaxmuTe [oToBo.

3akponite okHO [lobaB1eHMe 1 yaajieHMe 0CHaCcTOK, HakaB KHONKy OK.

C momomipio [iepeBa B JIEBOVI YacTM OKHa mnepevanre B pasgesl CeprudmKarbl (JI0KaIbHBIV
KomneTep) — JImanoe — Ceprudukarsl. OkHO OyneT BBIIISIETh KaK ITOKa3aHO Ha PUCYHKE
(cm. puc. 3).

8. B memnto Beibepure myHKT HenicrBue — Bcee 3amaun — Vimmopt. Ciienyvite MHCTPYKIIVSM B OKHE U
yKaXuTe Iy Th K dpanty cepTudmKaTa, II0JTy4eHHOrO paHee.

= Konconk1 - [KopeHb KoHconW' CepTUdMKaTE! (NOKaNLHBIA KoMNLIOTER)' NiMuHoe \ CepTHdMKaTI]

E dakn  Jeiictere  Bug  MsfpadHoe  OkHo  Cnipaeka
€= 2mlolk=HFE

| KopeHs KoHConH Komz BblaaH Fer EblaaH CpOK AEHCTEHA HazHaqeHHs Mz

=l Gl CepTrdmkaTs (nokansHel KomMMeraTep) Exkmobile. issccbv.com Let's Encrypt Authority %3 23.01.2017 Server Authenticati,.. <o
| NuuHoe

| CepTHEHKATEI
| /l0BEPEHHEIE KOPHEBLIE LEHTPE CEpTHRHK AWM
| [lOBEPHTENEHEIE CTHOWEHMA B NPEANPHATHH
| MpaMesyTOHHEIE LEHTPEI CEPTHEHIKALHH
| /loBEPEHHEIE H3AATENH
| CepTHdHKATEL, K KOTOPEIM HET ACEEpHS
| CTOPOHHHE KOPHEBEIE LEHTPE! CERTHEHK ALMH
| AoBepEHHEIE MHLE
| /l0BEPEHHEIE KOPHEEBIE CEPTHBMIKATE! CHAPT-K
| spc
| /loBEpeHHEIE YETRORCTES

o}

FEHEEEEEEBB®

Puc. 3. [lodaBienme ceprrdmkaTa nogavHHOCTH ¢ momomibio Koxconn MMC

IIpumeuanwne. 111 IpoBepKM M OeMOHCTpalMy paboTBl MOmyJIsi ¢ Oe30IIacHBIM COeIVHEHVeM MOXKHO
VICIIONIb30BaTh CaMOIIONIVICAHHBIN CepTUdMKAT, CO3TaHHBI C momomnpio yrwintel Certificate Generator
(cM. PykoBoacrBo anmuHMCcTpaTopa SecurOS).

4.4 HacTtpowka npu paboTe B Knacrtepe

Ecmm  xoHdurypaumss  SecurOS — BKIIOWaeT — OTKa3OyCTOVMUMBBI — KjlacTep  (cM. PykoBoacTso
agvuaNUcTpaTopa SecurOS), u ceppep SecurOS Mobile norpkeH 3amyckarbes Ha Xocmax KiiacTepa, TO
JUIs1 KOPPEKTHOV pabOTEI HEOOXOIVIMO YUeCThb CIIeAYIOIIyie 0COOeHHOCT:

1. B Hacrpovikax obbekra Cepfep Mobusvroeo npusoxenus B civicke CereBoyt MHTepderic BrIOepuTe
BUpTyastbHbI IP-ampec Hodbl, 117151 KOTOPOVI 3TOT OOBEKT SIBJIAeTCS TOUePHUIM.

ITpumeuanne. [lomyckaeTcs Takxe BbIoop BapmaHTa 0.0.0. 0.

2. Ecm BBl coOupaerech wcronbp3oBaTh mportokosi HTTPS, nHeoOxommmo mobGasure Barm SSL-
ceptudmKaT Ha Bce Xocmoul (cM. YcraHoBKa ceprudmkara). Kpome Toro, mis Kaxmoro ms Xocmob
HeoOXO/IVIMO BBIIIOJIHUTE IIPUBA3KY cepTudUKaTa depe3 OKHO HacTpoek, IToouepelHO 3aIlycKas Ha
"X Hody ¢ Cepbepom MobuavHo20 npusokeHus.
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4.5 Hactpounka npaB nosnb3oBaTens

YTOoOBI TIOJIB30BaTeIM MOIJIM WCIIOIB30BaTh IIPWJIOKEHVe Ha MOOWIBHBIX YCTPOVICTBAX, IS HUX
HeobOxomymo HacTpouTh [Ipaba noavsobamess SecurOS (cm. PykoposcTso agmuHmucrpaTopa SecurOS).
YposeHs ocTyma 110J1b30BaTesIs/ IPyIIIbI TIoJIb30BaTesien K 00bekTy SecurOS 3amaeTcs orrpefiesleHHbIM
3HA4YKOM. 3HaUOK MOXXHO M3MEHUTh, Ha)kaB Ha Hero KHOIIKOV MBIIII.

Hacrpovika [1paé noavsobamessn mist oovekra Cepbep Mo0UALHO20 NPUAOKEHUSA, PETYIIVIPYET BO3MOXHOCTD
MONIKITIoUeHms K cepepy SecurOS Mobile.

HOCTyT[HBI dIeayrouie BapaHThI:

o & _ gocryn sanpemen — JOCTYII K CepBepy 3allpellieH, aBTopu3allisl HeBO3MOXKHa.

o @& _ ppocmorp u Bsme — JIOCTYII K CepBepy paspeliieH, aBTOPV3aLIVisi BO3MOKHA.

Hacrpovika Ilpa6 noavsobamess misi oObekTa Kamepa IO3BOJISIET OIpeNesUTb CIVCOK TOCTYITHBIX
IIPWIOXKeHVIO KaMep 1 BO3MOXKHOCTY yITpaBJIeHWs VIMUA.

HOCTyT[HBI dIeayrouire BapaHThI:

e & — mocryn sanpemen — Kamepa re oTobpakaeTcs B criicke Kamep SecurOS Mobile.

e @ _ npocMorp — Kamepa oroGpaxaetcs B criicke kKamep SecurOS Mobile. Yripasienve oGbekTom
3aITpereHo.

o TVEIM _ yppapnemme u mmme — Kamepa otobpaxaercs B crmcke kamep SecurOS Mobile.
YripasiieHvie 00beKTOM pa3perreHo.

4.6 Hactpownka dunbTpa cobbiTmin

YTOOBI yMEHBIINTL KOJIMYECTBO COOOIIeHUV o cobbITusix Kamep, mepegaBaeMbix Ha MOOWIbHBbIe
YCTPOVICTBA IOJIb30BaTesIelt, UCIob3yire Quavmp cobbimuil.

st HacTpoviky Quabmpa codbimuil BBITOJTHUATE CIIeIYIOIIVIe Iarit:
1. B HepeBe obvexmob SecurOS cosmarite 00beKT Puabimp codbimuil.

2. Boibepurte Te coObrtmssi Kamep, KoTopble OymyT IleperaBaThcsi Ha MOOWIIbHBIE YCTPOVICTBA.
Hanpumep, cm. puc. 4.

CnWcok Npaswmn
Tun WaeHTuuaTop HassaHWe CobbITie Pesxiam
1 Kamepa 1 Camera 1 [Mnoxaa emgumocTe [T] Pazpewate
2 Kamepa 2 Camera 2 Tpeeora [T] Paspewwate
3 Kamepa 3 Camera 3 MoTepa dokycuposkm [T] Pazpewate
4 Kamepa 4 Camera 4 CoBeITE EMAECAHANMTHKN PazpewaTe
HobaewTe npaeuno | | YaanuTe npasuno | | Yaanute Bce | |[Mposepka guneTpa Beepx BHuz
QK CTMeHa MpyMEHHTE

Puc. 4. IlapameTpbl 06bekTa PYUIBTP COOBITHII
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4.7 Hactpowka Typos u [Npenosuuumn

J1J1s1 HaCTPOVIKM TYPOB V1 IIPETIO3VIIVIVI BBITIOJTHUTE CIIeTyFOIIIVie TeVICTBYS:
1. B LepeBe obvexmob SecurOS oTkpoviTe HacTpovikm oOobekTa Kamepa.

2. Bwibepure 3axtanky PTZ (cMm. Pykosoacteo agmuamcTpaTopa SecurOS).

3. IlpomyOmmpyviTe 3HaueHMsS MapaMeTpoB I TypoB W Ipemo3mimvi w3  Medua Kauenma
(orobpaxarorcs B 3axitanke IToBopoTHoe ycTpovicTBo Ha raHesix [Ipenosvmym n Typsl) v BeO-
unTepderica Kaveps: (cM. puc. 5).

Typbil:

MaeHTudukaTop HazeaHue
0 tourd

tour1 [1]

tour4 [7] 1 tourl
2 tourd

0
" 3KcnopT OK

Puc. 5. Ilepenoc HacTpoeK TypoB .
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5 3anyck u paboTa Cc npurnoxeHuem

B HaHHOM pasziejie IIPUBOANTCA KpaTKoe OITMCaHNe OCHOBHBIX onepaumﬂ IIPVUIOXKEH VAL

e 3anycK IpMI0>KeHN.

e IlepexroueHme MeXXay peXXKrMMaMu IIPOCMOTpa.
e Hapwurammsa o rpynmnam Kamep.

e ITomck KamephI 110 Ha3BaHMIO.

e IIpocmoTtp BHUIeO.

e YnpasiieHue TejieMeTpuen.

e IIpocmoTp apxmBa.

e HaBurammsa o apxmsy.

e OpmeHTanysa 1 MacIuTabpoBaHe.
5.1 3anyck npunoxeHus

H)’Iﬂ 3allycKa IIPVJIOXKEHVIA BBIIIOJIHNTE CJIEAYIOIIIEe IeVICTBUA:

1. Ckauantre npwioxkenne SecurOS Mobile 13 Google Play (Android) wim AppStore (Apple i0S) u
3aIlyCTHUTE €ro.

ITpumeuanne. IIprioxeHne MOXXHO HaVITV B MarasiuHe I10 KiIfogeBoMy cj1oBy SecurOS.

2. B okHe IOOKITIOUEHMS BEIOEpUTE B CIIVICKe TpeOyeMsblit cepBep (cM. puc. 6).



http://www.iss.ru

SecurOS Mobile

3anyck 1 paboTta ¢ NpunoXXeHnem

SECUROS

Office 2

Office Secur0s

HoGasnTs

Neno-pexiim

Puc. 6. Be160op cepBepa n3 crvcka

3. Eciu TpeOyeMsInt cepBep OTCYTCTBYeT B CIIVICKE, HaXMUTe KHONKY [Job6aBuTh. 3afariTe mapaMeTpel
HOAK/IIOUeHMs K cepBepy (M. puc. 7):
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SECUROS

HazeaHwe nogKnoYeHKA

Maponk

Mobileserver

3anomMHWTE JaHHbe

MoaknounTeCs

Puc. 7. [TapamMeTpbI NOAK/IIOUEHMS K cepBepy

e VIMa — Ha3zBaHMe NOIKTIOUEHMS IS OTO6pa)KeHVIH B CIIMICKE Ha CTapTOBOM 3KpaHe.

e Jlormu/Tlapone — IapaMeTpel YUYETHOV 3alVICK IIOJIb3OBaTelIs IS IIOOKIIIOUEHMS K cepBepy
SecurOS Mobile.

IMpumeuanwne. 1 aBTOpM3anMyM VCIONIB3YiATe JIOrMH/apoib [loavsobamesss SecurOS. Taxke BO3MOXHa
aBTOpM3alMs C YYETHBIMM JaHHBIMM T1oib3oBartertst OC, 3aperucrpupoBaHHOro B goMeHe Active Directory,
ecn B SecurOS cosmaH m HacTpoeH o0beKT Active Directory / LDAP (cMm. PykoBoncTBo agMuHUCTpaTopa
SecurOS).

BanmaHme! ABTOpM3aIIN C YIeTHBIMYU JAaHHBIMY CyIIepIiosib3oBarertst SecurOS (root) HEBO3MOXKHA.

e Anpec cepepa — IP-anpec vt DNS-ums cepsepa SecurOS Mobile.
e ITopt RTSP — ncnosnb3zyemsint Homep nopta RTSP Cepbepa Mobuavrozo npuioxenus.

e ITopt API — uicrionb3yemMbit HoMep TiopTa AaHHEIX CepBepa MobuavHo20 npuiokenus.
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HpnMeanVIe. HapaMeTpH I IIOOK/IIOUEHNMSI K CepBepy MOJXKHO IIOJIIYy4MUTb Y Balllero crcTeMHOIo
aIMVIHVICTpaTopa.

4. ]I coxpaHeHMs IIOOK/IIOYEHMSI B CHMCKe CTApTOBOIO 3KpaHa OTMeTbTe (¢JlakOK 3aloOMHUTH
AdaHHbBbI€, HAXKMUTE KHOIIKY HOHKJ'IIO‘-II/ITI)CH.

5. Ecm 3alaHbl HEKOPPEKTHBIE ITIapaMeTPhl ITIOAKIIIOYUEHNSI, B KOHTEKCTHOM MEHIO Ha>KMUTe KHOHKy
PemaxTuposBars, 3ajariTe HOBble 3HaUeHMs (CM. puc. 8).

HpnMeanVIe. KoHTekcTHOE MEHIO BhI3bIBAaETCS IMHHBIM HaXkKaTVeM Ha VM Tpe6YEM01"O cepsepa.

SECUROS

PepakTtupoeaTh

YoanuTb

Puc. 8. KoHTeKcTHOe MeHIO cIIVcKa cepBepOB

6. B okxHe mapameTpoB HofKI0YeHMs (CM. puc. 9) 3a11arTe HOBble 3HaUeHMsl.
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SECUROS

192.168.31.166

3anomMHWTE JaHHbe

Moaknio4uThCa

Puc. 9. PegakTupoBaHMe napaMeTpOB IOIKIIOYeHVIs
7. HHH COXpaHEHM IMTOAKITIOYEHMS B Ha9a/IbHOM CIIMCKE Ha’)KMUTE KHOIIKY 3anmoMHUTDH JaHHBIE.

Brenmin BU1 HAa49aJIbHOI'O 3KpaHa I10CJI€ 3allyCKa IIPVIIOKEHV ITI0OKa3aH Ha prC. 10.
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Kamepbl

Mpynna1 (2)
Mpynna 2 (1)

i
\,

",
b

Puc. 10. HagapHBIV 3KpaH NPVII0KeHVs

5.2 [llepeknioyeHne mexay pexmmamMmmn npocMmoTpa

g mepexmoueHst B pexuM Cnucka kamep HaXKMUTe KHOHKy- BBEpXy HadaJIbHOro 3KpaHa. Ha

9KpaHe 0TOOpa3UTCS CIMCOK BcexX Kamep (cM. puc. 11).
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12:18

Kamepbl

Mpynna (2)
Mpynna 2 (1)
ID1 Kamepa 1
ID6& Kamepa6

ID7 Kamepa 7

Puc. 11. Cocox Kamep

17151 06paTHOTO epeKTIOUeHIsI B PEXMM IIPEIIIPOCMOTPa HAKMITE KHOIIKY -

5.3 Hasurauusa no rpynnam kamep

Kamepuwl moryT ObITh crpynmmposasbl. ClipaBa OT HasBaHMs rpymiibl Kavep oTobpakaeTcst 3HaUOK B 5
CKOOKax Pps/IoOM C Ha3BaHMeM YyKasblBaeTcs KosmuecTBo Kamep BHyTpu rpymmsl. [ mepexoma K
Kamepam Tpyniiel HaXKMUTe Ha Ha3BaHMe IPYIIIbI (cM. puc. 12).

INIpumeuanne. Hacrpovika rpymnm Kamep Bbmionssercs agMmuHucTparopoM SecurOS (cm. Pykosomcrso
anmuHUCTpaTopa SecurOS).
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12:18

Kamepbl

Mpynna (2)
Mpynna 2 (1)
ID1 Kamepa 1
ID6& Kamepa6

ID7 Kamepa 7

Puc. 12. Comcok rpynim u Kamep

Ha skpan OynyT BeiBeieHbl Kameps: Tpymiiel (cM. puc. 13). YToObI BepHYTHCS Ha HpeAbl Iyl YPOBeHb,

Ha’>XMUTE Ha KHOIIKY ( .
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- e,

ID & Kamepa 6

Meps

=
b
i

Puc. 13. HaBurammsi o rpyIne Kamep

5.4 [lonck kKamepbl MO Ha3BaHUIO

Yro06rr HaviTi Kamepy 110 Ha3BaHMIO, HAXKMWUTE KHOIIKY E BBEpXYy HavaJIbHOTO 3KpaHa. B cTrpoke BBOIAa

3agariTe HaOOpP CIMBOJIOB JTS ITOVICKA (CM. pwc. 14).
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17:43

Kamepbl

«Bxopn» BxoanT BxooHoW

M U Yy K e H I wuw 3 X

dlpijejalniploiniolxls

B AlylciMin|Tibl6!0EE

122 & O Mpoben

Prc. 14. ITonck Kamepr! mo Ha3BaHMIO

HpI/IJ'[O)KEHVIe ABTOMaTM4YeCKM OTO6paST/IT Te KﬂMepbl, Ha3BaHMA KOTOPBIX BKJIIOYAIOT 3aIaHHBIN Ha60p
CVMIMBOJIOB.

IIpnmeuanws:

1. Tlowck ocytiecTsiIsgeTcs 0 I00oMy dparMeHTy HasBaHMs Kamepul.
2. Tlowick BHYTpM FPYHIIBI BBIIOIHAETCS TOJILKO 110 Kamepam, ITpviHaAJIeXalll UM 3TOVI TPYIIIe.

3. Ecm rpynma comepxmuT XxoTs Obl omHy Kawmepy, HasBaHWMe KOTOpPOW YIOBJIETBOPSET YCIIOBMSAM
IIOVICKa, TO 3Ta TpyIIia OyzeT oToOpakaThkCs B pe3yJIbTaTe IOVICKa.
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5.5 lNpocmoTp BUAEO

15t mpocMoTpa BUIeo KOCHUTECH siaeviKu TpeOyemont Kamepe Ha skpase (cM. puc. 15).

17:43

Kamepbl

Mpynna1 (2)

Mpynna 2 (1)

Puc. 15. Be16op xamepsI

711 OHOBPEeMEHHOI0 IIPOCMOTpa BUJIEO C HeCKOIbKMX Kamep HaXmure KHOHKy- BBEpXy 3KpaHa,
BoIieniTe TpeOyemble Kameps: HaxaTveM (cM. puc. 16). B pexxuime BeIOOpa /IOCTyIIHa HaBUTarys IO

rpymmaM Kamep (cMm. Hasuranms mo rpynnam kamep). OmHOBpeMeHHO MOXeT ObITh BEIOpaHO He Ooiee
yveTbIpex Kamvep.
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17:39

Pexwum Bbibopa

Q. BeeauTe HAZBAHWE KaME[bI

Mpynnat (2)

Mpynna 2 (1)

ICr 1 Kamepa 1

Puc. 16. Be160op KamMep 151 OTHOBpeMEHHOTO IPOCMOTpa

151 Hayasia IPOCMOTPa BUJIeO C BhIOpaHHbIX Kamep HaxkmuTe kHorky ITEPEVITUL

ITocste mepexoria Ha 3KpaH IPOCMOTpa BUIIEO HAOIOJIHUTEeIbHbIe BO3MOXXHOCTM CTaHYT JOCTYIIHBI W3
KOHTeKCTHOTO MeHIO (cM. puc. 17), KoTopoe BbI3bIBaeTCs JJIMHHBIM HakaTieM Ha Tpebyemyro Kamvepy.
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12:19

opa Kamepa

[NobaBuTb B 3bpaHHOe
CmMmoTpeTb apxme Kamepbl
CmMmOTpeTb Kamepy OHNauH

Y6paTb U3 NpocMoTpa

OTMmeHa

Puc. 17. KorTekcTHOe MeHI0 Kamepsr
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5.6 YnpasneHue TenemMmeTpuen

s yripasnenus nopopotHbiMu Kamvepamu vicnionesyercst PTZ-nanesns (cm. puc. 18).

17:44

Kamepa

Puc. 18. PTZ-mmaness ynpaBjieHUs KaMepot

Ha PTZ-nanenv Haxo[sTCA CyIeyIolyie KHOIIKA:

e BoceMb KHOMOK €O cTpeJIKaMM [1JIs IIOBOPOTa KaMepbl B COOTBETCTBYIOIIeM HallpaBJIeHWU;
e Knorka Stop 111 ocTaHOBKM BpallleHsl KaMephbl;

e Knonku Ilnroc i MuHyc /17151 yIpaBJIeHVs: 3yMUPOBaHVIEM.

HioxHee MeHIO T103BOJISI€T BBITIOJTHUTD aIeyroire IIeVICTBVIA:

¢ C IIOMOIIIBIO KHOIIKV APXWMB ITIePeVITH B apXVB BBIOPaHHOV KaMepbl;

e C nomorrpio KHONKy ITpeno3mmmm oToOpasuTh CIMCOK AOCTYIIHBIX IS KaMepbl IIPEro3nLIUIA
BBITIOJIHUTB IePexo] K JIF000VI 113 HIIX;
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e C IIOMOIIIBIO KHOIIKM TypBI OTO6P&3VITB CIIMCOK AOCTYIIHBIX UIsI KaMe€pbl TypOB WM 3allyCTUTb

naTpyJIMpoBaHe II0 JII00oMy 13 HIX;
e C momompio kHonkn KauecTBo BBIOpaTh OIMH 13 Tpex MOTOKOB IpM paboTe ¢ MHOTOIOTOYHBIMI

KaMepaMI.

5.7 TlpocmoTp apxmBa

YTOoOBI IIPOCMOTPETH apXVB, HAXKMITE KHOIIKY ApXWMB BHU3Y 3KpaHa (cM. puc. 19).

al = 7:30

{ Pexxim Boibopa Kamepa

“JI"| 'II 'll_ '
L |] =

Puc. 19. IlepexyiroueHne B pe>XKuUM apXmBa

[TepexroueHe MeXIAy apxvBaMy BBIOpaHHBIX Kaumep TIPOMCXOOWUT IpPM TIOMOINM BKJIQZOK C
HazBaHMsAMMU Kamep (cm. puc. 20). OgHOBpeMeHHO MOXeT ObITh BBIOpaHO He Ooitee ueTbipex Kamep
(cm. ITpocmoTp Buaeo). OQHOBpeMeHHO MOXHO ITpocMaTpuBaTh Apxuf Toibko ¢ ogHou Kamepui, T. e.

HEBO3MOXKHO ITpOCMaTpUBaTh apXVBbI Cpa3y ¢ HecKoJIbKMx Kamvep Ha ofHOM aKpaHe.
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_—
ol F

< Pexwvm Boibopa Apxus

TpasCnayma Kanexgaps Mo kagpam Ck CEpHUHWOT

Puc. 20. Pe>xnm apxmBa

B pexxume Apxué moctyniHa HaBUranys C VCIIO/Ib30BaHVEM BpeMeHHOV mKajlbl. KocHuTech BpeMeHHOM
IIIKaJIBI ¥ TIepeMelliariTe 110 Hevl ajiell, ABUrasi Kypcop, YToObl BEIOpaTh JkelaeMbIll MOMEHT BpeMeHM B
apxuse.

HirxHee MeHIO 1103BOJISIET BBITIOTHUTD cdIeayromie IIeVICTBVIA:

e C nmomonipio KHONIKM TpaHCcIAIIMs BepHYThCA B peXXMM "JKMBOro" BUIEO;
e C momompio kHonky KaseHmape BeIOpaTh MHTepeCyIOIIyIo IT0Tb30BaTe IS JIaTy;

e C nomomrbso KHOKM I1o Kagpam BBITIOJIHUTE IOKAPOBBIVI IPOCMOTP apXWBa;

C momorpio KHONIKM CKOpPOCTh M3MEHUTHh CKOPOCTh BOCIIPOM3BEIEHVS VIV IEPEKTIOUNTHCS Ha
oOpaTHOe BOCIIpOV3BeIeHNIE;

e C mmomompbio KHONKY CKPYMHIIIOT COXPaHWUTH B rajlepero MOOVITBHOTO YCTPOVICTBA TeKYIINI KaJip 13
apxuBa.

IIpumeuanne. OYHKIMSA COXpaHeHMs KafpoB AOCTYIIHA TOJIBKO I IoIb3oBarestet iOS.
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5.8 HaBurauus no apxumsy

TTomrvo repeMerreHms 1o BpeMeHHOVI IITKaJIe, HaBuraryis 110 apXmBYy MOXXET BBIIIOJIHATHCS C IIOMOIIIBIO
Kazendaps (cm. puc. 21) vom criicka Tpeboe (cMm. puc. 22).

pekabpb 2022

Puc. 21. HaBuranmst mo apxmsy ¢ momomeio Kamennapst
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17:41

TEKULWA OBMAEHWNA

09 KoHeu gBu¥eHua

2 JeTexuma OBMKEHHS

40 DetTekums OBEMMEHWUA

el BN EHKA

48 3anuce Ha OWCK

48 JerTekuMs OBMHKEHA

45 KoHey zanvck Ha gucK

el OBEHH¥EHWA

[eTekuma OEMHeHHa

el NBHAXEHMA

5:48 NeTekuWa OBWHeHHA

Puc. 22. Comcok TpeBor

5.9 OpwueHTaumsa n macwtabnpoBaHue

[ v3MeHeHWMs OpMeHTalMM WM300pa’keHWsl IIPOCTO IIOBEPHWTE Ballle MOOWIBHOE YCTPOVICTBO
(cm. puc. 23).

IIpumeuanme. Bo3sMOXHOCTh CMEHBI OpMEHTAMM M300pakeHMs HOJDKHA OBITH BKJIIOUEHA B HACTPOVIKAX
Balllero MOOVIBHOTO YCTPOVICTBA.
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Tpanaru

ID & Kamapa 6

Puc. 23. IIpocmoTp Bumeo B aTb00OMHOV OpMeHTaII

HJ’IH M3MeHeHMs MacITada M306pa>1<e}m;1 cBelluTe VIV paspeiviTe I1aJIbIlbl Ha SKpaHe YCTpOVICTBa.
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6 UHudopmaumna gna Cnyxobl
TEXHNYECKOU NoaaepPKKu

JaHHBIV pa3mern onvchBaeT TpeOoBaHM: K CIIyXKeOHOV MHPOpMaImy, HeoOXOIMMOV Ipy oOpareHmmI
B City>x0y TexHmuaeckov moaaepkkn KkoMrraamm Intelligent Security Systems.

IIpumeuanne. CoOpaHHble cBefdeHMS HeoOxomyuMo HampasiIaATe B CITykOy TeXHMYecKOM ITOAAep KKV
(cM. pasmenn ObpameHMe 3a TeEXHMYIECKOV IOTAEPIKKOTL).

1151 Gostee ckOpPOTO pasperieHys IIPodsIeM ITOIrOTOBbTe CIIEAYIONTYIO TEXHWYECKYI0 MH(OpMAaIIIo:

Baumanme! CBEJIEHVUI B ITYHKTaX, OTME€YE€HHBIX 3HaKOM "*", SIBJISIFOTCSI 00s13aTeIIbHBIMM IS IIpeaoCTaBJIEHVIA.

(*) @. 1. O.
*) Ha3BaHue opraims3alini.
P

(*) KonrakTHas nHpopmarims: TertedoH, e-mail.

Ll e

Ecimn Ber gprsietech naptHepoMm Intelligent Security Systems, To ykaxuTe, ¢ KakKuM MeHeXKepoM
kommanuyu Intelligent Security Systems Bel paGoTaere; B mMHOM cilydae, yKaXuTe CJIeAyloIIye
CBEIeHVIS:

e KommaHms1, B KOTOPO MproOpeTasicsi KOMIUIEKT IIPOrpPaMMHOTO U alllapaTHOTO o0ecIrieYeHs.

e JlevicTBUs ISl yCTpaHeHMs po0JieMel, peIoKeHHbIe TPV oOpallleHun K IapTHepy, Y KOTOPOro
nprodpeTasicsd KOMIUIEKT.

(*) Ommcanme mpoOsieMbl (HEIIOTAIKM).
(*) Ormcanme mevicTBIN, KOTOPBIE IIPUBOIAT K BOSHUKHOBEHVIO IIPOOIIEMBL.

Ommcanme w3MeHeHWII B  HaCTpomKax/KOHUIypanuu CUCTeMbl, KOTOpble IIpuBeIN K
BO3HMKHOBEHMIO ITPOOJIEMBI.

8. CuncreMHast 1 fyarHocTrdeckast MHPOpMaIia 0 KOMITbIoTepe 1 KoHpurypanyumu cucreMsl SecurQOS,
HoJIy4eHHasl C IoMolIbio yTwinThl SystemInfo (cMm. Pykosoncrso agmuuncrparopa SecurOS mis
nofpobHo MHMOpPMaIy 00 MCIIOIb30BaHUN YTUIINTEL).

Eciim HeBo3MoOXHO 3allyCTUThb JaHHYIO YTWINTY, IIpeJoCTaBbTe CIIENYIOIIYIO I/IHCpOpMaLIT/IIOI

e (*) moeHTMUKATOPHI U JaJUIac-KObI MCTIOIb3yeMbIx Kinouert Guardant;

IIpumeuanne. [Jaywac-kompl 000pyIOBaHMS MOXHO IIPOCMOTPETH C IoMoIIeio yTwinTel Hardware Report
Utility (cMm. PyxosomcrBo amMumamMcTpaTopa SecurOS mist mompobHOM mMHOpMamuy 00 VICIIONIBb30BaHMUM
YTVUIVITEL).

e (*) HamMmeHOBaHMe M Bepcusl ycraHopjleHHoro ITO mpowmssopcTsa xommanum Intelligent Security
Systems;

L 0611[99 KOJIMMYEeCTBO BUIeOCEPBEPOB U yIaJIEHHBIX paGO‘{T/IX MeECT oIlepaTopa B CUCTEME,

® OIlepalliOHHasA CcTeMa (HaT/IMeHOBaHI/Ie l'IJ'IaTCpOpMBI, BepCHAd CEPBVICHOTO HaKETa).
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9. Ilo BO3MOXHOCTY IIPeIOCTaBbTe JIIOOYIO APYTYIO MOJIe3HYI0 MHMOPpMaLVIo, HallpuMep:
¢ KOH(UTypaLVd KOMIIBIOTEPHOIO 000PYI0BaHA;
e 3arpyska IIeHTPaJIbHBIX ITPOIECCOPOB;
¢ 00BeMBI VCIIOIb3YeMOVI OIlePaTVBHOVI ¥ BUPTYaIbHOV ITaMSITV;

® 3arpysKa ceT;

* KOHMUTypaLys CeTU U CeTeBOr0 OKPY KeHMsL.
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