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Introduction

What Is Access Control

The growth of internet-connected devices has had an immense effect on many parts of our lives,
including surveillance. Network cameras are a prime example of this shift, as they provide remote
monitoring and a more simplified experience than traditional wired systems. They represent a
substantial advancement in surveillance technology by removing the complications involved with
outmoded analog signals.

This shift in internet connectivity is also altering access control systems, which have traditionally
operated as standalone components inside a larger security architecture. Access events and user
authorizations were formerly recorded and stored within the system, frequently on a separate
server, for future reference. However, manufacturers now include network capabilities in access
controllers, allowing remote management and data access. This departure from the traditional
standalone architecture has the potential to provide greater flexibility and efficiency in security
and access management.

A typical access control system includes a database server, a card reader, door locks, and,
optionally, a lock monitor and a Request-to-Exit (REX) button. Access credentials dictate who has
access to which doors and when. These settings, such as which users (e.g., receptionist, security
guard) can unlock specific doors with their cards, are usually maintained and monitored on a
central database server.

Network door controllers, which allow administrators to remotely manage doors, are part of an
emerging trend in networking hardware. Surveillance Station integrates seamlessly with Synology
NAS systems, transforming the NAS into a central access control server. This integration allows
for complete management of all access-related actions from within the standard Surveillance
Station interface.

Reasons to use AXIS door controllers with Synology Surveillance
Station
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The AXIS A1001 and A1610 are network door controllers equipped with multiple analog I/O ports
and an Ethernet port for local network connectivity. Integrating these devices with Surveillance
Station streamlines access management by combining it with existing video sources configured
on the NAS. This integration allows Surveillance Station to retrieve access logs from the AXIS door
controllers and automatically pair them with the corresponding video recordings. This feature
enables administrators to easily review access data alongside relevant video footage, maximizing
the value of stored logs and consolidating security information within a single interface.

Here are some key advantages of using AXIS door controllers with Synology Surveillance Station.
« Easy to deploy and install through UPnP search in Surveillance Station.
« Pairing cameras with doors enables a clear view when monitoring entrances and exits.

« Intuitive user interface allows easy configuration of cardholder, door access schedules and

access rules.

» Attaching photos and common information to cardholders allows administrators to easily
check for cardholder fraud.

« Instant playback of relevant video when clicking on the access logs.

For more information on the maximum number of supported door controllers, cardholdres, and
events, refer to this page.

Adding access controllers to Surveillance Station requires installing additional Surveillance Device

Licenses.

Number of required licenses


http://www.axis.com/
https://www.synology.com/compatibility/surveillance_devices#list-io-module
https://www.synology.com/products/Device_License_Pack

AXIS A1001 1

AXIS A1610 1 or 2 (depending on the number of doors configured)



Configure hardware configuration for
AXIS Door Controllers

The AXIS A1001 and A1610 are network-connected door controllers designed to manage access
control for your security system. They feature multiple built-in I/O ports that allow you to connect
various analog devices, such as magnetic door locks, lock monitors, and card readers, to your
network. Each controller can manage up to two doors, including associated locks, monitors,
readers, REX buttons, and other I/O devices.

Before installing the AXIS A1001/A1610 with Synology Surveillance Station, go to its web user
interface to configure the following settings.

Before you begin
» The AXIS A1610 is compatible with Surveillance 9.2 and above.
» The AXIS A1001 is compatible with Surveillance 7 and above.

» For information about configuring AXIS door controllers with Surveillance Station 7 and 8,
please see this white paper.

Find your AXIS door controller

Use the AXIS IP Utility or AXIS Device Manager to find the AXIS A1001/A1610 in your local
network.

(@ ~xas 1 utitiy =] B

File Wiew Tools Help

i ’3 5 Type fo filter | »
Mame IP Address Serial Mumber

AXIS M1011 - 00408CATBD2S 192.168.31.38 00408CATBD29

AXIS M5014 - 00408CDE32C2 192.168.31.43 00408CDE32C2
IA)C[S A1001 - ACCCBE14D404 192.168.24.121 ACCCBEL4D404 I
AXIS M3011 - 00408CB4ATFS 192.168.31.40 00408CEB4AQFS

AXIS M3011 - 00408C94CCCC 192.168.31.36 00408C84CCCC
AXIS M3011 - 00408CB4ASFT 192.168.31.37 00408CEB4ASFT

AXIS M3011 - 00408CD613BA 1921683141 00408CDEL13BA

AXIS M1011 - 00408CAS0741 192.168.31.39 00408CAS0741

4 rrl |
8 devices Interface 192.168.23.181

Sign in to your AXIS door controller

To sign in, go to the IP address of the door controller and enter the default username and

password.



https://download.synology.com/download/Document/Software/WhitePaper/Package/SurveillanceStation/All/enu/Access_Control_SS7.2.2_White_Paper.pdf

o AXIS A1610: There is no default password. You will be asked to configure a password for the

root account.

« AXIS A1001: root/pass.

Update the firmware (AXIS A1610 only)

For compatibility between Surveillance Station and the AXIS A1610, installation of the VAPIX
firmware is required. Download the VAPIX firmware and update the door controller's firmware at

Maintenance > Firmware upgrade.

r =G

) A AXIS Entry Manager x .\‘\

€ > C AN [ 192.168.24.121/webapp/pacs/index.shtml?id=3 w8 = |

X s

Authentication Required

The server http://192.168.24.121:80 requires a username
and password. The server says: AXI5_ACCCBE14D404.

User Name: ||

Password:

LogIn Cancel

Configure hardware

After updating the firmware (if required), go to https://controller IP
address:port/webapp/pacs/index.shtml?#overview and sign in. (Using only the door controller's IP

address will not bring you to this page.)

Click on Start new hardware configuration. You can also import an existing hardware
configuration file. In this example, we will Start new hardware configuration.

Overview Event Log Setup "', English v

Setup / Hardware Configuration

r N [ -
Configuration status: The hardware on this controller is not configured Information

'@[ Start new hardware configuration ]

'Q‘[ Import hardware configuration ]



https://www.axis.com/ftp/pub/axis/software/PACS/A1610/10_12_205_1/A1610_10_12_205_1.bin

Specify the name and select the number of doors that needs to be configured. In this example,
we will assume there is only one door.

Set controller and door names

Network Door Controller
Name | AXIS 1610 Access Controller

Peripheras

Number of connected doors
® 1 Door Door

O 2 Doors

Next, go to Configuring locks connected to this controller

Configure locks connected to this controller

Door monitor:

Dioor monitor @ [ Open circuit = Open door  ~|

O Cancel access time once door is opened
Relock time (ms) @O |
Access time (s) @
Long access time (s) @ @
Open too long time (s) @ @
Pre-alarm time (s) @ E‘

Lock 1:
© Relay

Lock 2:
® None
O Relay

Lock monitor:

[ Lock monitar @
@ Open circuit = Locked

Supervised inputs: @ [J Enable supervised inputs

For most general setups, you only need to verify the following settings:

« Access time: Set the time duration (in seconds) the door will remain unlocked after access
has been granted. (This setting can be modified afterwards.)



« Long access time: Set the time duration (in seconds) the door will remain unlocked after
access has been granted. Long access time overrides the already set access time and will be
enabled for users with long access time selected.

« Open too long time: Set the time duration (in seconds) the door is allowed to stay open before
triggering an alarm.

« Pre-alarm time: Set the time duration (in seconds) before the actual alarm is triggered.

Under Lock 1 and 2, select a lock circuit option.
o For AXIS A1610, select Relay.
« For AXIS A1001, select 12V :
o Fail-secure: The door will remain locked when the AXIS door controller is offline.

o Fail-safe: The door will remain unlocked when the AXIS door controller is offline.

If a lock monitor is installed, enable the Lock monitor option. Under general circumstances you
can select Open circuit = Locked.

Card reader configurations depend on the devices used at the entrance and exit. For example, if
your organization is using a card reader at the entrance and a REX button at the exit, you can
enable Entrance reader and Exit REX.

Overview Event Log Setup . English A
Setup / Hardware Configuration
4 E 4 -
Configure readers connected to this controller Information
Entrance reader Entrance reader protocol:
O Wiegand Single LED v

® OSDP, RS485 half duplex
[J Entrance REX Entrance REX connection:

© | Active low v

@ REX does not unlock door

[ Exit reader Exit reader protocol:
Wiegand Single LED +
OSDP, RS485 half duplex

Exit REX REX connection:

=

@ [ REX does not unlock door

E=

When the hardware configuration is complete, refer to the hardware pin chart for detailed
connection information regarding all connected analog devices such as card readers, door locks,



lock monitors, and other I/O devices

R =
S5z582 So s,
1012 - Door 2: REX Exit £ 8 dfaz
GND - Door 2: REX Exit = = = &
1011 - Door 2: Door monitor l:.l "? E.' E.'
GND - Door 2: Door monitor % g % g
(C] 5} L] [&]
1010
109
B/ 04
Al0O3
B /D1 - Door 2: Reader Entrance
A DO - Door 2: Reader Entrance
+12V
GND
108 GND
107 GLASS /1013
B/0O2 GND
AlO1 EMERGENCY /1014
B /D1 - Door 1: Reader Entrance
A DO - Door 1: Reader Entrance
+12V
GND
106 - Door 1: REX Exit
GND - Door 1: REX Exit
105 - Door 1: Door monitor
GND - Door 1: Door monitor

Ensure all devices are connected correctly to the controller according to the chart. Once the
physical installation is complete, proceed to add the door controller to Surveillance Station for

configuration and future management.



Configure AXIS Door Controllers in
Surveillance Station

AXIS Door Controller is an optional package for Surveillance Station designed to support AXIS
A1001 and AXIS A1610.

Note:
« AXIS A1610 is compatible with Surveillance Station 9.2 and above.

« AXIS A1001 is compatible with Surveillance Station 7 and above.

Add a door controller

Go to Application Center and install AXIS Door Controller.

::i;; Application Center

Q Manual Install
Running
Axis Door Controller

All

Device Integration

Retail

Education

Access Control
i Video Analysis

Large-Scale Deployment

Archive

Live View

PC Utilities

Mobile Apps

After installation, launch the Axis Door Controller application and click Add.

Follow the steps in the setup wizard and specify the basic information of your AXIS door
controller. You can also use the search function to find the AXIS door controller located in your

10



local network.

Add Controller Wizard

Information

Name: QA Test

IP address: 10.17.123.26
Port: HTTP -
Model: Al1610
Server: Local Host
Usermame: root
Password: PR ——

Test Connection

You can further adjust additional settings for each door configured on this controller. Doors
configured in Surveillance Station can be paired with an IP camera. This enables events at those
doors to be clearly recorded.

All Surveillance Station supported cameras (not required to be AXIS cameras) added on your NAS
can be paired with the door controller.

You can also specify how long the door can remain open before the alarm is triggered, i.e., the
access duration. The access duration can be configured separately for each door based on
individual requirements. Extended access allows doors to remain open for longer than the original
duration. This feature is useful for accommodating individuals with mobility limitations or
facilitating the movement of goods by logistics personnel.

Add Controller Wizard

Door 1 - Settings

~ General
Name: Door 2 -host
Set a paired camera as a video source

Server: Local Host

Camera: BC500-001

- Door Access Duration

Users Open too long time (s
Regular 30

Extended access 30

Previous

1



In addition to pairing a camera, you also need to configure access authentication (for both
entrance and exit) for each door. A REX schedule, a schedule for readers, or both may appear,
depending on whether one was configured during the hardware configuration process.

In this example, a reader is used for the entrance. Accordingly, you will need to specify the
authentication type and configure an access schedule to define when and how this reader will
operate.

A company may require the use of a card for entrance access checks, and on weekends, an
additional PIN for higher-level security. To achieve this, on the admittance schedule, you will need
to specify a card number for Mondays to Fridays as the identification type, and select Card
number + PIN for weekends.

Multiple identification types are allowed. Reader PIN lengths are 4 digits by default and can be
adjusted up to 32 digits as required.

Note:

« Adjusting the PIN length requires a reader that supports custom PIN lengths. For more
compatibility information, contact the reader manufacturer.

Add Controller Wizard

Door 1 - Admittance

~ Reader
Delete PIN Card number
B Card raw B Customize

Identifiers: PIN, Card number, Card raw, Fac.. ~

Thu

Exit permissions can be similarly configured in the next tab. In this example, a REX is used for the
exit. Therefore a schedule must also be configured to determine when this REX will function.
Deleting the schedule prevents the door from unlocking during that time period, even if users

12



press the REX button.

Add Controller Wizard

Door 1 - Exit Permission

~ REX

Delete Active

Previous

The AXIS door controller needs to be synchronize with an NTP server; you can choose to use
Surveillance Station as the NTP server or specify another.

Add Controller Wizard

Advanced

2 Time Synchronization
Network time server: Surveillance Station

Time zone: (GMT+08:00) Taipei

Previous

After completing the configuration, the doors that were configured in the process will be visible in
the AXIS Door Controller application. The following management options are available: Access
Controllers, Cardholders, Access Rule, Log Center.

Manage access controllers

All door controllers added to Surveillance Station can be viewed and managed on the Access
Controllers page. Clicking on the door icon will allow you to preview footage of the paired

13



camera.

['] Axis Door Controller

= Access Controllers Add Edit Retrieve Enable ~ Delete

H Doors QA Test Door numbe... Filter by Status ~
ED) N

10.17.123.26 : 8 [Local Host] All Status

R Model A1610 Normal

£} Access Rule MAC address Disconnected
Disabled

B Log Center Door Others

Door 2 -host

ﬂ] Paired camera: CC400W-001

1item(s) @ C

As AXIS door controllers are separate devices from Synology NAS, Cardholder and Log data are
synchronized bidirectionally during the installation.

During synchronization, the device status of the controller will be shown as activating. It is
recommended to refrain from editing or deleting of the controller, cardholder, and log during this
period. Activating these operations will interrupt the synchronization processing, requiring it to
start over. After adding the controller to Surveillance Station, it's best to make any changes in
Surveillance Station instead of on the device's configuration page.

Configure event and alarm logs

Log settings can be configured by going to Access Controllers > select a controller > Advanced
> Log Settings > Log Rules.

14



Edit Controller - QA Test

Information Doors

- Time Synchronization
Network time server: Surveillance Station

Time zone: (GMT+08:00) Taipei

- Log Settings

Select to record logs as events or alarms in the Log Center. If you deselect an event, its log will not be
recorded.

Log Rules

Cancel

Edit Log Rules

Event Log Event
- Access Control

Access Granted

Access Taken

Access Not Taken

Access Denied

Access Control Duress

Access Point

Access Point Enabled
# Configuration Change

Area Changed

Area Removed

Door Changed

Ninnr Nalatad

Administrators can activate or deactivate specific events from being logged. Additionally, if you
want specific events to be marked as alarms, select the checkbox under Log Alarm for those
events.

Manage doors

15



After adding the controller, you'll find all configured doors here. You can view each door’s status,
shapshots from paired cameras, as well as their hardware information.

Clicking on the icon under Snapshot of a specific door will allow you to quickly preview the
camera paired with that door.

['] Axis Door Controller

o i (
:= Access Controllers B -

- Snapshot Name t.. Paired Camera Entrance Exit Status :
Doors

B cardhold Door 2 -host QA Test CC400W-001 Reader Reader Unloc...
ardholders

£} Access Rule

E Log Center

litem(s)

Editing a door will allow you to configure door-related settings such as its name, its paired
camera, Admittance, Exit Permission, and Door Access Duration.

Edit door
Admittance Exit Permission Advanced

Name: Door 2 -host
Access controller: QA Test
Set a paired camera as a video source

Camera: CC400W-001

Cancel

16



Manage cardholders

After adding the controller to Surveillance Station, you can add cardholders. All doors configured
on the same NAS will share the same cardholder database.

Click Add to create a cardholder. Follow the wizard to configure basic information, access

credentials, and access rules for the cardholder.

Edit Cardholder - Alice Tai
t= Access Conti Credentials Access Rule

B Doors First name: Alice

B cardholders Last name: Tai

Photo: Delete Upload
£} Access Rule

Description: Surveillance Station Door
E Log Center

Employee NO.: F11444

Department: Al5

Title: Project Manager

Extension: 7567

Email: alice.tai@example.org

You can configure up to 4 different credential configurations.

Edit Cardholder - Alice Tai
Information Access Rule

PIN:

Facility code:

Card number: 30587
Card raw: 0034eefe

[] valid from:

[] valid until:

Long access duration: Disable

17



All Cardholders must have at least one Access Rule applied to them.
p
Edit Cardholder - Alice Tai

i= Access Contr( Information Credentials

atus -
A Doors

B cardholders Access Rule

Office time

£} Access Rule

Night Shift
E Log Center

In Surveillance Station, cardholders can be edited anytime by clicking Edit. You can also use the
Batch Edit option to copy card information such as Description, Department, Title, PIN, and
Access Rule from a preset cardholder to other cardholders. Private information such as the
Employee NO., Extension, and Card number cannot be copied. If administrators wish to block or
unblock specific users, click Block and follow the subsequent steps.

Administrators can also delete specific cardholders; however, if that cardholder requires access at
a later date administrators will need to re-add them to the system. The Block function offers the
flexibility to keep this user in the system and retain all access log.

If you want to add more than one cardholder at once, the Import function can be used to batch

import cardholders from a csv file.
=

Import Cardholder - Local Host

i= Access Control
Import: Browse

Server -

A Doors :
First name - Last name - Card number - I:l
rs
B cardholders Peter Tan x K
Vivian 3423423432 x
£} Access Rule
Elizabeth y X

E Log Center

18



Only the entries for First name, Last name, PIN, and Card number are supported. You can export
the file from the controller or create the file yourself. The imported cardholders must comply with
the following rules:

« First name, last name, and either PIN or card number must be included.

« Two cardholders cannot have the same name or card number.

During the process of retrieving user information from AXIS door controllers, users with duplicate
names and information will be identified as the same person. Additionally, if there are multiple
users with the same name in the AXIS door controller, an "_x" would be appended for
differentiation purposes

& users +Add new user @ users + Add new usel
@ | == lle@ .
@ Abd > @ AMA 1 >

Note:

« |dentical user names will also be modified in the same way.

Manage access rules

With Access Rule, you can set up rules to determine when and which door can be accessed. To
add a new rule, go to the Access Rule page and then click Add.

Add Access Rule
Information

B D
Name: Office time

B c
Description: Monday to Friday

¢ Ac
E Lo

Follow the wizard to specify the name, description, applicable doors and schedule for the rule. For
example, if the access rule is configured to allow access on holidays, then it should not be applied

19



to doors designated for workdays only. Select the doors to apply this access rule, then click Next.

. Edit Access Rule - Office time

Information Recurrence  One Time

Q1 Search

Door

Door 2 -host

Recurrence provides a configuration mode based on a weekly cycle. Building on the previous
example, this access rule is tailored for employees working weekdays (Monday through Friday).
Accordingly, the relevant office hours 7AM to 6PM are selected, and all other time including all day
Saturday and Sunday are removed. You can also set a specific valid duration. Otherwise, this
access rule will remain active indefinitely.

1. |

Edit Access Rule - Office time

Information Door One Time

[] wvalid from:

[] wvalid until:

Delete B Active

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

You can also use the One Time settings to set up exceptions from the schedule configured under
Recurrence. For example, if there is an event held on company property for a specific weekend,
the date can be added into Addition Schedule to allow the door to be accessed. In contrast, if
you want to restrict access for a specific date, the date can be added to Subtraction Schedule to

20



block access for that date.

. Edit Access Rule - Office time
Information Door Recurrence

» Addition Schedule

Enable schedule(s)

03/02/2024 g v ~  04/02/2024 00:00

» Subtraction Schedule
Enable schedule(s)

02/02/2024 00:00 ~ ~ 03/02/2024 00:00

Surveillance Station provides multiple configurations for the One Time schedule. You can easily
add or remove more entries using the "+" or "-" buttons.

View logs

Log Center integrates all event logs from the door controllers including the manual lock, manual
unlock, cardholder block and all other relevant events.

[.] Axis Door Controller

i= Access Controllers Acknowledge ~ Clear ~ Download ~

Filter by Date ~
B Doors Door 2 -host - Enter - A Hter by Bate
ﬂ] Soor < QA Test
ng All Dates
) 27 Alarm
B cardholders L » 02/02/2024

£} Access Rule EI]

E Log Center

1]

il

11item(s) C

Events can be categorized based on Date, Status, and Controllers so that administrators can
easily locate the events that they are looking for. If an event is related to a door which is paired
with a specific camera, click on the log icon to playback the recordings from the paired camera.

21



You can also filter events using the Source, Door, Status, Time interval, or Keywords.
Surveillance Station can store up to 60,000 logs.

Log entries can be changed to Events using the Acknowledge function. You can also Clear and
Download log entries.

22



Oversee door activity with Monitor
Center

There are several ways to utilize Surveillance Station Monitor Center with AXIS door controllers.

View doors in Monitor Center

The Monitor Center enables centralized monitoring of all cameras, access control devices and
other supported devices. Door units and maps can be easily added to Monitor Center layouts by
dragging and dropping them from the Devices and Tools panel.

[f@ Monitor center

A Layouts Q =l + BF- mylayout-Edited @ ©

i Folder Test @ Maps: Office 2

A Alert

13 General layout

25 My Layout (Defauit)
[¥% test group

) BEar

A~ Devices&Tools Q =
€) Maps
& 1/0 Widgets
» W BC500-001
W1 CC400W-001
» T Generic_AMCREST-0...
» @« TVIP20050-001
W car
I3 car
I3 3615
@3 Door
[ sm=as

o/ 2024 MON

) i . .
BC500-001 2024.Mar
Layout

Control doors and view event logs

You can directly preview the door's video stream from the Monitor Center, and the following
functions are available:

23



[f8 moniter center

~ Layouts Q =L +  BF- My Layout - Edited
= Folder Test MEEC500-001
A Alert

13 General layout

28 My Layout (Default)

112024/03/20 17:28:20
| —

[w5 test group
[

Door Tampering (Unknown)
Today 11:33:22

Devices & Tools (S
€y Maps
& 1/0 widgets
B« BC500-001
B CC400W-001
5 Generic_AMCREST-0...
B TVIP20050-001
B car
| of=1d
I 2600615
@1 Door

BC500-001
Layout

o Lock: Locks the door permanently.
« Unlock: Permanently unlocks the door.
« Access: Grants temporary and anonymous access within the pre-configured access time.

« Log: Opens another window to view event logs.

Log - Door 2

Door 2 -
Today 17

averylee - Manual Lock
Today 1

averylee - ual Unlock
Today 17:

averylee - Manual Ac
Today 1

averylee - Manual A Dy

6 item(s) C

View doors in Maps

24



Adding door units to Maps allows you to utilize these maps in Monitor Center, enabling
administrators and authorized users to quickly see all alarms and alerts at a glance. They can also
directly click on a door to see a preview of the paired camera's video stream.

g Monitor center

A Layouts =l HBg - My Layout - Edited (©)
& Folder Test ©Q Maps: Office 2
A Alert

= [
13 General layout <

25 My Layout (Default)
[=g test group
(o= =]

Devices & Tools Bl 2

€3 Maps

& /0 Widgets
@ BC500-001
B CC400W-001

T Generic_AMCREST-0..

W« TVIP20050-001

W car
I car
I 2520615

4] Door

14:00

BC500-001 1d2a.mbi
Layout

25


https://kb.synology.com/SurveillanceStation/help/SurveillanceStation/maps_edit?version=9

Manage doors under CMS

Starting from Surveillance Station 9.2, the AXIS door controller now supports CMS (Central
Management System), providing enhanced capabilities for managing larger deployments and
centrally configuring access control devices.

With CMS, administrators can sign in to the host server for unified management. Administrators
can oversee all doors added to paired servers, in addition to those added to itself through AXIS
Door Controller. However, it's important to note that cardholder information, access rules, and

event logs are managed on a per-server basis.

For example, administrators can import cardholder information specific to supplementary server A
and establish entry and exit rules tailored to subsidiary A directly from the host. They can easily
switch internally within the AXIS Door Controller to supplementary server A's settings by selecting
the server in the right panel.

H Axis Door Controller

= Access Controllers Add Delete Edit ~ Block ~ Import ~ H Q Search

Filter by Server ~

B Doors O asdf 1 sdaf

All Servers

(=) el Local Host

Q Access Rule DVA1622_Tim

B Log Center O lid unti
lid unti
kevin chanl lid unti

howard chou

ADM pass valid until: --

2210 item(s) | C

When creating access rules for subsidiary A, administrators can only apply them to doors added
to subsidiary A. Similarly, cardholder data on subsidiary A will not be synchronized with the host

server.

26


https://kb.synology.com/SurveillanceStation/help/SurveillanceStation/cms?version=9

More applications

AXIS Door Controller in Surveillance Station can be utilized with other useful applications such as
Privilege, Action Rule and Notifications.

Configure user privileges

Specific privileges for door unit functions such as Manual Lock, Manual Unlock, and Manual
Access can be fine tuned using privilege profiles at User.

Privilege Profile - Manager
= i == |+ | Q Searc
:= Information H Q Search

All doors Authorized [] Manual Lock Manual Unlock [] Manual Access
Camera - —

# Local Host

Door := All doors

Door 2
Speaker @1 Door

@3 Door 1
Maps
¥ Layout

Advanced

Manual Lock, Manual Unlock, and Manual Access are unique and important privileges that allow
certain users to manually lock, unlock, and access the door. These options need to be configured
separately. Additional privileges such as View the Axis Door Controller Application, Edit
Controller, Add/Delete Controller, Edit Cardholder and other log settings can be configured in
the Advanced page.

Automate actions using action rules

Action Rule is a dedicated application for configuring automatic actions corresponding to
triggered or scheduled events.For example, in Action Rule, door alarm triggers can be treated as
an event. When this event is triggered, Surveillance Station can automatically take certain action
in response to that event. For example:

« Event: The alarm of door [Door] on server [Local host] was triggered.

« Action: Instruct camera [Camera_Door] on server [Local host] to move to preset position
[door1] hold for [1] [minute(s)], and move to return position [Home].

27



Action Rule

= List Add Delete Edit Enable ~

B History . Door Alarm

Tri d

N Advanced

Alarm of door [Door 2 -host] on server [Local Host] was triggered (One t
ime)

Action Video window of camera [CC400W-001] on server [Local Host] popped u
p-

Action type Interruptible

Schedule

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

1item(s)

This means whenever a door alarm is detected, whether it is an open too long alarm or a forced
open alarm, the paired PTZ camera will go to the defined preset position correspond to the event.
You can also configure Face Recognition to grant entrance when an allowed person is detected.

Configure notifications

Surveillance Station supports push notifications via Email, SMS, DS cam, and webhooks.
I® Notification
B Email Edit Edit Batch Schedule All
[® sms Event (] sms (] Mobile

A~ System

® Push Service New device added

Device deleted

Webhook
Recording failed

Rules Recording storage removed

Recording storage installed

Advanced
Snapshot archive limit reached

Bookmark log limit reached

Enter Home Mode

Leave Home Mode

Action Rule

undefined

undefined

A Camera

ramara rannactian lnck . . —

8litem(s) C'

Notification supports the customization of messages that can be sent out. Once an event is
detected, Surveillance Station will notify the administrator using the selected methods.
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For example, if you choose to send a message via Email when the event Access granted, Access
denied, Door alarm triggered, or Door tempering detected occurs, the system will automatically
attach a snapshot taken from the paired camera in the message. This provides visual context for

the event as well as the surrounding area.
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